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TAKE A CLOSE LOOK AT ADWARE AND SPYWARE

TIPS FOR REMOVING THESE PESTS

The www.adware.info web site de-

scribes adware as any application that

displays advertising banners while the

program runs.  Any software that

sends back information to a third party

without asking is called spyware.  That

definition is a little narrow.  Ads may

be displayed in banners, pop-ups, pop-

unders, as backgrounds, and as anima-

tions. 

Steve Gibson of www.grc.com defines

spyware as any software which em-

ploys a user’s internet connection in

the background without their explicit

knowledge or consent.

Adware can also be spyware, and

spyware can be adware.  They both are

sometimes lumped together under the

label of “malware.”

HOW DO ADWARE AND SPYWARE GET ON

MY COMPUTER?

Most adware and spyware are installed

without your knowledge when you

click on pop-up ads, download music

files, and install free programs.

WHY DO FIRMS PLANT THIS STUFF ON

YOUR COMPUTER?

Without meaning to be flippant, they

do so because your computer is there,

and to raise money, sometimes as a

mean to give you something for ‘free.’

SO, WHAT SO BAD ABOUT ADWARE?

At a minimum, adware can be annoy-

ing with their many ways to display

ads that you don’t care to see.  They

make reading your display cumber-

some by covering up part of your

screen, and they prolong the time it

takes to display web page information.

This browser slowdown trait is even

more noticeable when you have a dial-

up connection. 

THE BIGGER PROBLEM IS SPYWARE

S i m p l y  s t a t e d ,

spyware often thinks

it is ET and that it

h a s  t o  “ p h o n e

home” with infor-

mation about your

browsing habits. 

Some of the symptoms of that may

include making their site your home

page – they may change your search

results and redirect you to places you

do not want to go – they may install

programs that you did not request and

which you may find very difficult to

remove – add toolbars that you did

not request – secretly gather informa-

tion about you which is relayed to

their advertisers or to other third par-

ties – and may make your computer

dial premium telephone numbers.

Some spyware may send back tracking

information about what you type and

about which sites you  visited.  This is

sometimes referred to as data mining.

Is this the brave new world? 

HOW CAN YOU CONTROL ADWARE AND

PROTECT YOUR SELF AGAINST SPYWARE?

Remember this.  Controlling adware

and spyware is a four-step process.

1.  Avoid downloading from known

adware/spyware sites (Alexa, Aureate,

BonziBuddy, Claria, Comet Cursor,

Flyswat, Hotbar,  Incredimail, and

Xupiter among others.)

2. Use an ad blocking program and a

spyware blocking program to help

prevent most of them from loading on

your computer in the first place.

3 .  U se  o n e  o r  more  good

adware/spyware removal programs for

those that slip by. BTW, some adware

is relatively benign while others are

very bad actors.

4.  Use a firewall for added protection

against unauthorized access to your

computer, especially if you use an

always-on DSL or cable internet ser-

vice.

WHAT ARE SOME GOOD TOOLS TO USE TO

BLOCK ADWARE AND SPYWARE?

Run a good firewall program such as

Zonealarm Pro (Edi-

tor’s choice), Norton

Internet Security, or

BlackIce (or the

weaker but still an

effective firewall that

ships with Windows

XP).

Use an ad blocker such as Ad-Aware

http://www.adware.info
http://www.grc.com
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(free), AdSubtract (Free and paid ver-

s i o n s ) ,  G u i d e s c o p e  ( f r e e ) ,

Proxomotron (Shoenware–free) and

Norton Internet Security (paid).  They

are just some of many product offer-

ings.  There are both free and commer-

cial versions available.  The main

thing is to find something you really

like and to start enjoying ad-free, pop-

up free surfing.

Use a spyware blocker program.  Some

programs to  consider include

SpywareBlaster (free), SpySubtract

($29.95), and free Spybot-S&D

(Search and Destroy).

For more in-depth information, see

the links at . . . . . . . . . . . . . . . . . . . . .

www.spychecker.com/spyware.html. 

HOW DO THOSE PRODUCTS WORK?

The products mentioned take different

approaches to the same problems.  For

instance, SpywareBlaster attempts to

block some 2,800 spyware firms from

loading in Internet Explorer.  Spybot-

S&D attempts to remove the after

effects of more than 12,000 spyware

links AND to innoculate you against

reoccurrences in the future.

First, download one of the mentioned

freeware programs and see how well it

meets your needs against ads, and try

one or more of the other programs for

spyware.  Unlike virus checkers where

you use only one such program, you

can use a combination of programs

like a cocktail to thwart adware and

spyware. 

As an aside, I use ZoneAlarm, Ad-

Aware, AdSubtract, SpywareBlaster,

SpySubtract, and Spybot-S&D.  It may

be overkill, but my computer is free of

spyware.

Backup for your peace of mind
BE PREPARED FOR A DISASTER— SOME FOOD FOR THOUGHT

BACKUP (www.webopedia.com) 

(v) To copy files to a second medium

(a disk or tape) as a precaution in case

the first medium fails. One of the car-

dinal rules in using computers  is Back

up your files regularly. 

Even the most reliable computer is apt

to break down eventually. Many pro-

fessionals recommend that you make

two, or even three, backups of all your

files. To be especially safe, you should

keep one backup in a different location

from the others. 

You can back up files using operating

system commands, or you can buy a

special-purpose backup utility. Backup

programs often compress the data so

that backups require fewer disks. 

(n) (1) The act of backing up. 

(2) A substitute or alternative. The

term backup usually refers to a disk or

tape that contains a copy of data. 

I was taught long ago that the best

defense is an offense–that it was not a

question of whether your hard disk

will fail, or whether you will lose im-

portant files, but when you will lose

them.

If you don’t have a data backup plan,

and backup frequently, you are court-

ing disaster.  We have all heard horror

stories of people who lost literally

years of work.  Yes, there are commer-

cial data recovery  services that may be

able to get most of the data back, but

such services can cost much more than

the purchase price of your computer

system and then some.

SO, WHY DO SO MANY PEOPLE FAIL TO

BACKUP THEIR DATA REGULARLY?

! They don’t know how easy it is to

backup files

! They put it off until it is too

late–much too late to do anything

about it

! They don’t have a backup plan

! They aren’t convinced that they

need to backup in the first place

(that’s for someone else, right?)

! They think you have to have expen-

sive software (not true)

! They haven’t developed the habit of

backing up data and other files

WHAT ARE SOME OF THE WAYS YOU CAN

BACKUP YOUR DATA?

! Burn whole file folders to CD or

DVD, or copy them to a separate

partition on a big hard drive

! Save file folders to ZIP disk

! Use a tape drive (expensive but

doable)

! Transfer files between two comput-

ers via a local area network

! Transfer files to an external hard

drive (It can be used for two or more

computers)

! Use backup software to create an

extra copy of your important files.

! Use a data transfer cable between

two computers or a wireless net-

work.

DO YOU NEED TO BACK UP YOUR WHOLE

HARD DRIVE?

Backing up your whole hard disk is a

http://www.spychecker.com/spyware.html
http://www.webopedia.com)
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good thing to do.  It preserves your

disk structure, but it is not critical.

Your most critical files are your data

files.  You can reinstall your programs.

Yes, you will lose your customized

setting and preferences, but that is a

nuisance rather than a fatal flaw.  But

if you lose data that you slaved over,

you will feel the pain of that.

WHAT IS A GOOD BACKUP PROGRAM

TO USE?

The answer is any backup program

that you find is easy for you to use and

that encourages you to backup fre-

quently.  The more often you backup,

the less data you will lose in an emer-

gency.

The program that I find that best meets

that criteria for me is AKGBackup by

www.akgupta.com.  It is a snap to

setup and use.  The author of the pro-

gram asks for a donation of any

amount, or if you can’t do that, just

send him a message.  Try it.  I think

that you will love the program.

Once you have determined which

folders you want to backup, you can

click on one button to backup all of

them.  After the first backup, the pro-

gram only adds new entries.  As a

result, it takes very little time to

backup all of your folders.  You can

backup daily without any pain.

To restore a folder, select your backup

folder and click on the restore button.

It is that easy.

You can set the program to compress

your files if space is an issue.

AKGBackup requires Java 1.3.1 to

run. If you don’t have that program,

you can download it for free from

www.akgupta.com. 

IT’S  TIME  TO  CLEAN  YOUR  COMPUTER

SPRING CLEANING IS FOR COMPUTERS AS WELL AS HOMES

E
very homeowner knows that
springtime is the time to vacuum,
cleanup, to fix-up, and to paint

around your home.  You rake the leaves,
toss out  accumulated junk, and
straighten out the garage. 

Your computer also needs its once-
yearly attention.  Here are some tasks  to
complete that will leave your computer
in better condition for the rest of the
year.

! Hard drives accumulate space junk.
Delete duplicate data files to free up
space and to cut down on backup
chores.  Duplicate versions of photo
files are some of the best candidates
for deletion since they are often quite
large.  Ditto for duplicate versions of
word processing files.

! Open the Add/Remove software ap-

plication in the Control panel.  Re-
view the list of installed software.
Consider removing programs that you
added but never use.

! Delete temporary files.  These are
files that end in TMP.  Delete all but
those TMP files that have today’s
date.

! Turn off your computer and unplug it.
Open the case and remove all of the
accumulated dust, especially any dust

behind the front grill.  Caution:
Ground yourself to discharge electric-
ity.  Don’t use a vacuum in the case.
 

! Use a can of compressed air to clean
dust out of your keyboard.  Hold the
keyboard up at an angle.

! Use the compressed air to clean out
dust from your power supply.

! Replace the batteries in your wireless

keyboard and wireless mouse.
! Download fixes and patches for your

software if you have not already done
so.  Check with your vendors’ web
sites for the latest software and firm-
ware upgrades.

! Clean your monitor screen with an
alcohol moistened cloth to get rid of
smudges.

! If you purchased your computer with
the minimum recommended RAM
(random access memory), consider
buying additional memory. This is the
least expensive and most effective
way to give your computer a power
boast.

! Is your computer slowing down?  See
the December 2003 lead article in
Bug-Bytes for suggestions on how to
fix the problem.

A WEB SITE OF THE MONTH – PC PITSTOP – One stop for a PC health checkup

PCPitstop is a good source for free computer tests.  They provide not only benchmarks but also provide suggestions on how

to correct problems and to squeeze more performance out of your computer.  You can test for spyware and viruses,

determine your internet connection speed, and check your disk health.  Register to store your information for later

http://www.akgupta.com.
http://www.akgupta.com.
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comparisons.  It is a good way to see what effect your changes have made on your computer.  You can also compare your

computer versus a huge database of similar computers.

AUTOMATE KEY UPDATES

SCHEDULE ANTI-VIRUS AND WINDOWS UPDATES TO STAY IN THE PINK

I
t is smart to stay ahead of virus

creators, computer hackers, and

software bugs.  Plug security holes,

fight virus attacks, and fix bugs  with

the latest tools that are available, as

they become available.  The best way

to do this is to use the scheduling tools

built into Windows and leading anti-

virus products to automatically down-

load security patches, new virus signa-

tures, service packs, and software

fixes.

AUTOMATIC UPDATE (WINDOWS):

In Windows XP, right click on the My

Computer icon on your desktop and

select, System Properties, Automatic

Update.  Pick the option that will work

best for you.  Dial-up users, you need

to specify a time when your computer

will be on and available for automatic

updates.

NORTON AUTOMATIC ANTI-VIRUS UP-

DATES

Set the Norton AntiVirus LiveUpdate

option to automatically download the

latest AV signature files.  That way

you will get the latest protection

against this day’s or week’s crop of

viruses.  Unless you do that, you will

be exposed to every new virus that

comes along between your downloads.

Anti-virus soft-

w a re  vendors

very quickly re-

spond to the lat-

est threats and

send out updated

s ig n a tu re s  to

meet them.  If

you wait to read

about the threats

on TV, in news-

papers, or via e-mail, you may already

be infected.  Why take a chance?

If you use more than one e-mail ac-

count, be sure that you scan all of your

mail accounts.

Set you AV software to scan both

incoming and outgoing mail messages.

AUTOMATIC INTERNET EXPLORER UP-

DATES

Open Internet Explorer and click on

Tools, Internet Options, Advance.

Add a check to the box that says “Au-

tomatically check for Internet Explorer

updates.”


